
This guide, provided by the American Medical Association, helps private physician practices to identify and implement work-from-
home positions for administrative staff. Implementation of work-from-home positions in health care has several benefits, including 
recruiting and retaining staff, being able to compete with other industries for talent, and limiting the number of staff members in 
the office to comply with social distancing guidance related to the ongoing COVID-19 pandemic.

Work-from-home benefits

• Social distancing compliance during potential virus surges 

• Potential decrease in overhead (e.g., office space, parking)

• Improved employee satisfaction 

• Support for colleagues in the office who may be experiencing 
burnout/fatigue

• Recruitment and retention advantage

Work-from-home programs can have many benefits, but it is important  
that the requirements are clearly defined and that the security and 
confidentiality of patient information are protected.

Tips for success

1. Establish a clear purpose and define the scope of the policy.  
The purpose and scope of this policy is vital to its success. A work- 
from-home policy for your practice should clearly establish why this 
policy exists, along with the benefits and cautions associated with it. 
It is recommended that a survey of current employees be conducted 
to determine their level of interest in working from home. Use survey 
results to implement what’s best for your practice. 

a. Specify what schedule of remote work will be allowed.  
Will the practice implement a hybrid model in which employees 
spend specific days each week at home? Will some employees be 
fully remote, others on a hybrid model, and the rest always 
present on site? 

b. Identify what types of remote work will be allowed. Will all 
administrative staff work from home? Does this include billing 
and coding, transcription, prior authorization, and referrals? Will 
you divide each department into a mixed model so there is always 
someone from the department in the office while clinicians are 
seeing patients? What steps should be taken to ensure HIPAA 
compliance during remote work?

c. Establish if and how telehealth visits will be conducted  
by clinicians working remotely and monitor coverage  
and reimbursement outcomes. Will you allow physicians, 
mid-level providers, and technicians to perform telehealth visits 
from home? Have you reviewed your payor contracts to ensure 
compliance with billing and visit locations? Have you reviewed 
insurance policies and Medicare coverage policies for telehealth 
visits? Many parity coverage policies continue through the 
ongoing Public Health Emergency. Check in with the AMA for  
the latest federal guidance to stay current. 

2. Outline a process. Well-thought-out processes are as important  
to the success as the specifics of the work-from-home policy. A  
clear process should be outlined, reviewed, and tested prior to 
implementation across the practice. Feedback from staff in each 
department is especially useful during the review and testing period 
as what works for one department might not work for another, and 
several processes may need to be implemented to meet the needs  
of each area. Key questions to answer are:

• What is the work-from-home schedule for staff by department? 

• How will remote staff connect with in-office staff on a  
regular basis?

• How will sensitive data be transmitted from clinic to  
remote employees?

• How will protected health information from telehealth visits  
be documented in the EHR from home in a secure manner?

• What equipment is needed for employees to be fully  
functional from home?

• How will telehealth visits be handled by clinicians  
working remotely?
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3. Outline expectations clearly. A process is only as good as the 
communication that accompanies it. Make clear the operating hours 
of the practice to remote employees and the work to be completed 
within that timeframe. Depending on the type of work, flexible 
schedules may be possible. However, this should be evaluated 
independently, for everyone, and work dependencies between team 
members should be explicitly defined. Changes to a schedule—
either temporary or permanent—should be discussed and cleared  
in advance with the office manager or practice administrator, and 
coverage should be secured before the changes go into effect. 

a. Develop and implement a communication plan. Scheduled 
huddles and/or audio/visual conferences for internal staff can 
reinforce collaboration among team members and ensure that 
important information is communicated in a timely manner.

4. Set technology support and requirements. For clinicians seeing 
patients remotely, identify the telehealth modality that is best for  
the practice. Synchronous telehealth, where the patient and clinician 
interact in real-time via telephone or audio-visual interaction via  
a smartphone, tablet, or computer, is the most used modality. 
Asynchronous telehealth via secure messaging in a patient portal,  
as well as remote patient monitoring, are also commonly utilized.  
The AMA has several resources available to physician practices 
related to telehealth and remote patient monitoring. 

5. Data and privacy considerations. Securing private and confidential 
data is of the utmost importance, especially when working remotely. 
Health care data in any form must be held in a manner that helps to 
ensure its privacy and security. This includes physical and electronic 
controls. This tip sheet, created by the AMA, may help your practice 
keep its work environment safe from cybercriminals intending to 
disrupt your practice. Viruses, malware, and hackers can compromise 
both home and work networks, so it is important to stay diligent.  
For remote employees utilizing computers provided by the practice, 
follow this checklist to keep both your office and remote computers 
safe. As employees return to the office or you adopt a hybrid schedule, 
consult this resource to determine what additional technology 
considerations may be necessary for your practice. Your health IT 
vendor can also assist you with activating available privacy and 
security controls. 

a. Computers, regardless of whether work-provided or 
personal devices, are susceptible to cyber-attacks. Some 
common threats to stay vigilant against are e-mail phishing  
(an attempt to trick you into sharing private and confidential 
information through an email) and ransomware (malicious 
software that attempts to block the organization’s access to its 
own information by encryption, with the end goal of obtaining 
money prior to releasing the information). 

b. Consider using a Virtual Private Network (VPN). VPNs provide 
a secure way to connect back to the office and access the practice 
management system, patient records, and images stored in  
the EHR. 

c. There are additional considerations to take to secure your 
practice’s information. This includes the use of multifactor 
authentication, required and scheduled changes of passwords 
every 60–90 days (about three months), and the use of lock-out 
features for multiple incorrect log-in attempts. 

d. Medical devices also create opportunities for cybersecurity 
intrusions to a physician practice. It is important to establish 
formal processes of communication and coordination to identify 
and mitigate risks associated with medical devices. As these 
devices connect to hospitals and practices to share patient 
information, it is important to make sure medical devices are 
cyber secure. 

The information and guidance provided in this document are believed to be current and accurate at the time of posting. This information is not intended to be and should not be construed to be or relied upon as, legal, financial or 
consulting advice. Consider consulting with an attorney and/or other advisor to obtain guidance relating to your specific situation. References and links to third parties do not constitute an endorsement, sponsorship or warranty 
by the AMA, and the AMA hereby disclaims all express and implied warranties of any kind.

© 2022 American Medical Association. All rights reserved. 22-648892:PDF:02/22 Last updated February 2022

https://edhub.ama-assn.org/steps-forward/module/2702506
https://www.ama-assn.org/practice-management/digital/telehealth-resource-center-guides-reports
https://www.ama-assn.org/system/files/2020-04/cybersecurity-work-from-home-covid-19.pdf
https://www.ama-assn.org/sites/ama-assn.org/files/corp/media-browser/public/government/advocacy/network-security.pdf
https://www.ama-assn.org/system/files/2020-04/computer-security-checklist.pdf
https://www.ama-assn.org/system/files/2020-10/ama-aha-technology-considerations.pdf
https://www.fda.gov/consumers/consumer-updates/medical-device-cybersecurity-what-you-need-know

