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THE MYTH

Organizations are required by federal law to enable two-factor authentication within an electronic health record (EHR) for
signing both controlled and non-controlled prescriptions.

DEBUNKING THE MYTH

There is no federal regulation that requires two-factor authentication to be enabled within an EHR for both controlled and
non-controlled substance prescription signatures. The Drug Enforcement Administration (DEA) does require two-factor
authentication to sign electronic prescriptions for controlled substances. For these, any authentication protocol must use two
of the three following factors: (1) a password or answer to a challenge, (2) biometric identification such as a fingerprint or eye
scan, and/or (3) a device separate from the computer that only the prescribing clinician has access to such as a hard token.

BACKGROUND

Physicians and other prescribers who electronically order and sign prescriptions for their patients may be asked to provide

a password and additional security key before they are able to order, sign, and send a prescription. This is called positive
identification through password re-validation, or two-factor authentication. This additional requirement can be burdensome,
adding extra clicks and keystrokes for prescribers, contributing to the already overwhelming amount of time spent in the EHR.
Some organizations may enable this additional security based on the assumption that it is required by law for all prescribing.

SUCCESS STORY

For almost two decades, physicians in the State of Ohio used two-factor authentication and positive identification to sign

all EHR prescription orders to comply with State of Ohio Board of Pharmacy regulations. The billions of clicks caused by this
practice have contributed to the time physicians spend in the EHR, which research has linked to “click fatigue”, administrative
burden, physician burnout, and physicians'decisions to reduce clinical hours or leave medicine altogether.*#

The AMA discovered that a previous state-specific requirement had been lifted, and there is no longer a requirement for two-
factor authentication for electronic signing of prescriptions for non-controlled substances in the State of Ohio’ The State of
Ohio Board of Pharmacy confirmed that positive identification is no longer required for electronic prescription of outpatient
non-controlled substances and outpatient orders.>® Unfortunately, this significant change that helps decrease unnecessary
work for physicians was largely unknown.

The AMA relayed their findings to the head of physician wellbeing at Epic, who then communicated the expiration of this
requirement to all Chief Medical Information Officers of Epic clients in Ohio. Across the Cleveland Clinic alone, this change
impacts approximately 11 million orders and saves physicians over an estimated 12,000 hours a year.?

While Ohio's law has been lifted, multiple states have passed laws requiring all prescriptions to be prescribed electronically.
Check with your state medical society or board of pharmacy to get the most up to date information on your state’s laws
regulating the prescription of controlled and non-controlled substances.

a. An average of 215,000 orders per week multiplied by 52 weeks is 11.18 million orders per year. Validation takes 2.5-5 seconds, depending on the
method, making the time required for the task of approving this amount of orders 7,638-15,277 hours per year.



Resources

DEA Requirements for Electronic Orders and Prescriptions. Accessed March 30, 2023.

- Ohio Administrative Code Chapter 4729: 5-19- Clinics and Prescriber Offices. Accessed March 30, 2023.

- Ohio Administrative Code Rule 4729:5-3-11 Rule 4729: 5-3-11-Transmission of Outpatient Prescriptions. Accessed March 30, 2023.

- Ohio State Board of Pharmacy Guidance on Issuing a Valid Prescription. Accessed March 30, 2023.

- August 2022 Ohio State Board of Pharmacy Guidance: Approval of Electronic Prescription Transmission Systems &

Computerized Prescriber Order Entry Systems. Accessed March 30, 2023.
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