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DISCLAIMER AND NOTICES
This Webinar is being made available to the general public and is for informational purposes only. The
views expressed in this Webinar should not necessarily be construed to be the views or policy of the
AMA.
The information in this Webinar is believed to be accurate. However, the AMA does not make any
warranty regarding the accuracy or completeness of any information provided in this Webinar. The
information is provided as-is and the AMA expressly disclaims any liability resulting from use of this
information. The information in this Webinar is not, and should not be relied on as, medical, legal, or
other professional advice, and viewers are encouraged to consult a professional advisor for any such
advice.
No part of this Webinar may be reproduced or distributed in any form or by any means without the
prior written permission of the AMA.
All rights reserved. AMA is a registered trademark of the American Medical Association.
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Overcoming Obstacles
Webinar Series
This series is focused on enabling physicians to sustain a
collaborative, integrated, whole-person, and equitable
approach to physical and behavioral health care in their
practices during the COVID-19 pandemic and beyond.
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About the BHI Collaborative
The BHI Collaborative was established by several of the nation’s leading physician
organizations** to catalyze effective and sustainable integration of behavioral and
mental health care into physician practices.
With an initial focus on primary care, the Collaborative is committed to ensuring a
professionally satisfying, sustainable physician practice experience and will act as a
trusted partner to help them overcome the obstacles that stand in the way of
meeting their patients’ mental and behavioral health needs.

**American Academy of Child & Adolescent Psychiatry, American Academy of Family Physicians, American Academy of Pediatrics,
American College of Obstetricians and Gynecologists, American College of Physicians, American Medical Association,
American Osteopathic Association, and the American Psychiatric Association.
© 2020 American Medical Association. All rights reserved.

TODAY’S TOPIC:
Privacy and Security:
Know the Rules for Communication
of Behavioral Health Information
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TODAY’S SPEAKERS

VP/Chief Medical Officer
and Chief Medical
Information Officer
Sheppard Pratt
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Privacy and Security: Know the
Rules for Communication of
Behavioral Health Information
For the BHI Collaborative
January 27, 2021

Lucy C. Hodder, JD

Director of Health Law and Policy, Professor of Law
Lucy.Hodder@unh.edu
UNH Franklin Pierce School of Law
College of Health and Human Services
Institute for Health Policy and Practice

Goals for Today

Address mythical barriers and pathways

What standards apply and changes are underway?
What matters to practitioners providing integrated behavioral health?

1/27/21
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Coordinating Care Between
Clinically Integrated Providers
The goal of the recent regulatory frameworks at the
federal level is to balance patient privacy against the
needs for information sharing as part of the
collaborative health care system.

The Many Laws Regulating Privacy and Confidentiality Laws
Jurisdiction

Statute or Regulation

Scope

Federal

HIPAA Privacy and Security Rules

Protects individually identifiable private health information (PHI)
maintained by providers, payers and their contractors from
disclosure. Heightened protections for psychotherapy notes.

42 CFR Part 2

Protects the confidentiality of “substance abuse” patient records
from disclosure without express patient consent.

FERPA

Protects education records

Privacy of medical records

E.g., Medical information in the medical records in the possession
of any health care provider shall be deemed to be the property of
the patient

Special rules for minors

E.g., Protects reports and records of treatment of minors for drug
dependency as confidential

Privacy of mental health records

E.g., Protects communications between mental health
practitioners and patients as privileged

Privacy of substance use treatment records

E.g., Protects information held by a licensed alcohol or other drug
use professional performing substance use counseling services.

Special rules for patients in acute distress

E.g., Regulates disclosure of information amongst providers in the
event of a mental health emergency or involuntary admission.

State Laws

1/27/21
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HIPAA and HHS Developments
“Right of Access” initiative announced in 2019

December 10, 2020 (OCR): Proposed Privacy Rule following RFI in 2018 enhancing ability
to share information for care coordination and care management
Interoperability and Information Blocking Rule (eff. April 5, 2021) - requires health care
providers to give patients access to their ePHI.

Final Rules Anti-Kickback Statute and Stark Laws (effective January 19, 2021) –
enhance alternative payment models
1/27/21
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As a HIPAA Provider…
• Physicians may disclose Protected Health Information (PHI) (whether orally, on
paper, by fax or electronically) for treatment, payment and health care operations
without consent or authorization.
• HIPAA treats mental health information the same as other information
• Health care providers may disclose to other health providers any PHI contained in the
medical record about an individual for treatment, case management, and coordination of
care.
• except that covered entities must obtain individuals’ authorization to disclose
separately maintained psychotherapy session notes for such purposes

1/27/21
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As a HIPAA Provider – Substance Use
• Physicians can share health information with family and close friends who are involved
in care of the patient if the provider determines that doing so is in the best interests of an
incapacitated or unconscious patient and the information shared is directly related to the
family or friend’s involvement in the patient’s health care or payment of care.
• For example, a provider may use professional judgment to talk to the parents of someone
incapacitated by an opioid overdose about the overdose and related medical information,
but generally could not share medical information unrelated to the overdose without
permission.

1/27/21
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Remind Me – Is there a difference between HIPAA and Part 2? YES

HIPAA
HHS

Applies to covered entities (healthcare
providers, health plans, healthcare
clearinghouses) and Business Associates
Protects: privacy and security of general
health information
Purpose: to protect health data integrity,
confidentiality, and accessibility
Permits disclosures without patient
consent for treatment, payment and
healthcare operations and for public health
purposes.

42 CFR Part 2
SAMHSA

Applies to SUD patient records from
federally-assisted “Part 2 programs”
Protects: privacy and security of records
identifying individual as seeking/receiving
Substance Use Disorder (SUD) treatment
Purpose: to encourage people to seek
Substance Use Disorder (SUD) treatment
and reduce stigma through enhanced
confidentiality
Prohibits disclosures except with a
patient consent for treatment, payment,
and healthcare operations, with limited
exceptions
14

SUD Services

Are You Or Your Practice a “Part 2 Program”?
• An individual or entity (or a unit in a
general medical care facility) that holds
itself out as providing and does provide
SUD treatment, diagnosis or referral for
treatment? or
• Staff in a general medical facility whose
primary function is the provision of SUD
services and who are identified as a SUD
providers? and
• Is federally “assisted” (with the
exception of some Veterans’
Administration services).

1/27/21
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Part 2 Requirements – Check List
I.

II.
II.
III.

IV.

1/27/21

Patient Records Security
policies that meet the new Part
2 standards
Notice of privacy rights that
meet Part 2 requirements
Compliant consent forms
Non re-disclosure notices when
Part 2 information disclosed
with consent
Qualified Service Organization
Agreements when necessary

© 2021 Institute for Health Policy and Practice, UNH. All Rights Reserved.
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Questions
Do all primary care providers who
prescribe controlled substances to
treat substance use disorders meet the
definition of a “program” under Part 2?

Is information generated by the
provision of SBIRT (Screening, Brief
Intervention and Referral to
Treatment) services covered by Part 2?

 Yes
 No

 Yes
 No
 It Depends

1/27/21
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COVID Emergency - Telehealth
•
•
•
•

HIPAA

42 CFR Part 2

OCR announced it will waive potential
penalties for HIPAA violations arising out of
good-faith use of telehealth
Providers may use popular video chats, like
FaceTime, Messenger, Google Hangouts,
Zoom, or Skype
Providers do not need to have a BAA in
place
Does not matter whether telehealth service
is directly related to COVID-19

•

1/27/21

•

SAMHSA’s COVID-19 Part 2 Guidance
emphasizes that providers have discretion
to determine whether bona fide medical
emergency exists
COVID-19 may present an emergency
preventing a patient from accessing SUD
services without telehealth

© 2021 Institute for Health Policy and Practice, UNH. All Rights Reserved.
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Guidance For Integrated Practices
•
•
•

•
•
•
1/27/21

Privacy rules are drafted to encourage information sharing to support care
management and care coordination.
HIPAA allows for the sharing of information for Treatment, Payment and Health Care
Operations.
Treatment records created by a primary care physician (not a Part 2 provider) based on
her own patient encounters are explicitly not covered by Part 2 under the new rules –
even if she occasionally Rxs medically assisted treatment for a primary care patient
with a SUD.
Integrated behavioral health teams may share treatment information about their
patients and disclose information for administrative purposes
Electronic Health Records are being pressed to be able to accommodate special
protections.
But remember, substance use disorder stigma is real!
© 2021 Institute for Health Policy and Practice, UNH. All Rights Reserved.
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Think about your patient flow
What do you want to be able to share?

Work with
Your Team

With whom?
When?
Why?
Create pathways to support integrated care.

1/27/21

© 2021 Institute for Health Policy and Practice, UNH. All Rights Reserved.

20

Thank you
Lucy.Hodder@unh.edu

1/27/21

Integrating Behavioral Health
into Primary Care:
Successes & Challenges
Robin Motter-Mast, DO, CPE

Chief of Staff and Medical Director of Care
Transformation
Greater Baltimore Medical Canter

Todd Peters, MD

VP/Chief Medical Officer and Chief Medical
Information Officer
Sheppard Pratt

Integrated Care:
Model and Process

“To every patient, every time,
we will provide the care that we
would want for our loved ones”

GBMC HealthCare System
ALLEGANY
GARRETT

HARFORD

CARROLL

Integrated services in:
• 12 Primary Care Practices
• 1 Complex Care Clinic (HU)
• 1 Homebound Patient Practice
• 4 aligned Maryland Primary Care
Program independent practices
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Creating Access to Excellence

Sheppard Pratt’s Impact to the Community
Mission Statement
To improve the quality of life of individuals and families by compassionately serving
their mental health, addiction, special education, and community support needs.

Creating Access to Patient-Centered Care

Impact on
Total Cost of
Care

Key Points
• Mental illness and substance use (behavioral
health problems) are major drivers of health
care utilization and cost
• Effective treatments exist, but currently no
more than 25% of people in need receive
indicated care
• Not enough specialty/mental health providers
to address this gap
• EFFECTIVE INTEGRATION of behavioral health
care with primary care can achieve:
• Better access to care
• Better health outcomes
• Lower costs

Benefits to
Behavioral
Health
Integration

Improved
patient
outcomes

Less frustration
with finding
resources for
patients when
they need them

True
“collaborative
and team-based
care”

Improved
patient and
provider
satisfaction

Business and Clinical Case

Consent

Improved
communication
on patients
mental and
substance
abuse issues

• Located in the medical record for other
providers (only) to see across the hospital
system
• Certain types of notes are protected
from ALL staff view
• Substance Abuse issues are not available
for ALL to see, but referrals and notes on
appointments can be seen
• Hand-offs between the ER and the Epic
system’s primary care providers on
peer-to-peer recovery program
participation
• Care Team alerts are placed in the state
HIE when appropriate

Barriers

Insurance Coverage
• All major payors
processing bills

• No substantive denials
• 968 claims submitted
between June and October

AETNA
ALTERNATE UHC SHARED SERVICES
CAREFIRST
CAREFIRST ADMINISTRATOR
CAREFIRST BLUE CHOICE HMO
CIGNA
CIGNA HMO
JOHNS HOPKINS
MEDICARE
TRICARE
TRUSTMARK HEALTH BENEFITS
UNITED HEALTHCARE

Productivity Since Launch
Billable time compared to “time on the clock”
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CoCM Patient Progress
48%

How likely are you to recommend the
program?

93%

(7% neutral)
have maintained or
reduced PHQ-9 Score

If the program was not available through your
PC office, how likely is it that you would have
seen a therapist elsewhere?

39%

59%

have maintained or
reduced GAD-7
Score

Please rate your overall experience
(1-5) with the program
Patient Success Stories

4.7

“Thanks so much for your continued support of my anxiety condition. I'm feeling a lot better and the collaborative care model has been great.”
“I am so happy I joined the mental health program at the office. I've already told multiple friends what a positive experience this has been, and how the
collaborative approach is so effective.
“Thank you for being there when I needed so much support.”
[BHCM] is amazing. She “got” me so early on in my therapy. She has continued to “read” me and offered compassionate, constructive suggestions for me to work on. I was in
therapy for 6-8 years prior, and she is the best professional I have seen.

What do the people
doing the work say…
Behavior Health Care Managers
Like the increased access to psychiatry and
overall BH care.
Enjoy the integration with primary care team.
“It’s the best of everything, especially when
providing patient support”
Provider Feedback
“This program has been a godsend to my
patients. I have benefitted immensely from the
psychiatrist and BHCM’s expertise, and my
patients rave about them. We have prevented
ER visits and waits to see psychiatry. You need to
do whatever it takes to keep the program
around!”

Statement

I have adequate knowledge about
prescribing psychiatric medications for
depression and anxiety diagnoses.
My patients have benefited from the brief
therapeutic interventions provided by the
BHCM.
Recommendations regarding the use of
psychiatric medication were helpful
There has been clear communication
between the CoCM team (BHCM,
consulting psychiatrist, patient and
provider).

Percent
agree/
strongly
agree
94%
87.5%
69%
94%

a relationship with a group offering CoCM or
Formulate Formulate
hire your own team

What can
you
implement
today

Check

Check with your state to see if they have any
recommended programs or partners for behavior health
integration

Participate Participate in the AIMS Financial Modeling Office Hours
to find out more.
in

QUESTIONS?
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UPCOMING WEBINARS
Behavioral Health Integration in Small Practices
February 25, 2021 2-3pm ET
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Thank you for
joining!
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Lucy C. Hodder
Director of Health Law and Policy
Professor, UNH Franklin Pierce School of Law
Institute for Health Policy and Practice
Lucy.Hodder@unh.edu
Lucy Hodder is the Director of Health Law and Policy Programs at the University of New
Hampshire College of Health and Human Services, Institute for Health Policy and Practice, and
Professor of Law at UNH Franklin Pierce School of Law. She developed and oversees the
Certificate in Health Law and Policy program for law students and teaches a variety of health law
courses. Lucy’s research addresses the health care payment and delivery system reform, and her
projects focus on developing strategies for sustainable and patient centered systems.
She has practiced law for over 30 years, most recently serving as Legal Counsel to New Hampshire
Governor Maggie Hassan and her senior health care policy advisor, working with the Governor on
initiatives to expand access to health, mental health and substance use disorder services for New
Hampshire citizens. Lucy is an experienced New Hampshire health care and regulatory
attorney. Previously a shareholder in the firm of Rath, Young and Pignatelli, P.C., and Chair of the
firm’s Healthcare Practice Group, Lucy assisted providers and businesses navigate the changing
health care environment. Prior to private practice, Lucy served as an Assistant Attorney General
in the New Hampshire Department of Justice and began her practice in the San Francisco offices
of Brobeck, Phleger and Harrison.
1/27/21
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What Part 2 Program Records are Protected by 42 CFR Part 2?
A Part 2 patient is any individual who
has applied for or been given a
diagnosis, treatment, or referral for
treatment for a SUD at a Part 2
program.
“Treatment” means the care of a
patient suffering from a SUD, a
condition which is identified as having
been caused by the SUD, or both, in
order to reduce or eliminate the
adverse effects on the patient.

1/27/21

Part 2 Protected Records include:
1) Any information that would identify
a patient as a SUD patient either
directly or by verification;
2) Any information about a patient
created, received or acquired by a Part
2 program for the purpose of treating
alcohol or drug abuse, making a
diagnosis for treatment, or making a
referral for that treatment;

© 2021 Institute for Health Policy and Practice, UNH. All Rights Reserved.
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When Can
Part 2
Records be
Shared?
1/27/21

Internal
Communications

Court Order

Crime on program
premises or against
program personnel

Audit/Evaluation

Qualified Service
Organization
Agreement

Research

Medical Emergency

No patient
identifying
information

Reporting
suspected child
abuse and neglect

Written Consent

© 2021 Institute for Health Policy and Practice, UNH. All Rights Reserved.
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Patient Consent: Elements (2.31)
1) Name of the Patient
2) Names of Part 2 entities or providers making
the disclosure
3) How much and what kind of information is
to be disclosed including specific reference
to SUD
4) “To Whom” is the disclosure being made?
5) The purpose of the disclosure
6) Right to revocation at any time going
forward

Right to
Revoke
What
kind?

To
whom?
Purpose

Name of
disclosing
entity

How
much?
Expiration
date

7) The date, event or condition upon which the
consent will expire.

1/27/21
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What Were the Key Changes to the Final Part 2 Rule?
Record 2.11

Applicability
2.12(d)(2)(ii)

Consents
(2.31)

Consents for
payment and health
care operations

PDMP

Definition Change
to Facilitate Care
Coordination

Change to
Facilitate Care
Coordination

“ To W h o m ”
Simplified

Agents and
administration
made easier

Outpatient
Tr e a t m e n t
Providers

Excludes information
conveyed orally to a nonPart 2 provider for
treatment purposes with a
patient consent even if
written down.

A non-part 2 treating
provider may “record
information about a SUD
and its treatment that
identifies a patient.” This is
not a Part 2 record.

Means resulting medical
record is not covered by
Part 2

Part 2 records received by
the non-Part 2 treating
provider should be
segmented, however.

General requirement for
designating recipients:
Allows patients to name a
person or entity to which a
disclosure can be made

Consent form no longer has
to name a specific person at
a non-treating entity.

A patient consent to
another entity generally
for “payment and health
care operations” allows
entity and agents to use
Part 2 information as
necessary for 18
different activities.

Part 2 Programs are
permitted to enroll in a state
prescription drug monitoring
program (PDMP).

Activities include “care
coordination and/or case
management services in
support of payment or
health care operations.”

Allows a treating provider to
check a central registry to
confirm the appropriateness
of prescribed therapy.

“to Housing Finance
Authority”
1/27/21
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Care Coordination Between Providers
New Definition of “Record” – oral communications
Are patient notes now
Part 2 records?

Telephone call from
SUD provider
A Substance Use Treatment provider
treating a health center patient calls
with patient consent to alert the
health center PCP to the patient’s
discharge from the treatment
program. Health center staff writes
note in primary care chart.

??

NO! The record of the oral
communication with consent does
not become ‘Part 2-protected’ record
merely because it’s written down.
Records otherwise transmitted by a
Part 2 program to health center PCP
are still protected by Part 2 but may
be segregated to prevent the entire
medical record from special
protections.

Rule change facilitates necessary communication about treatment between treating providers.
© 2021 University of New Hampshire. All rights reserved.
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Business
and Clinical
Case

Information Blocking and Open Notes
Open Notes

Clinical Notes Not Required to Share

Open Notes is invested in the Cures Act because clinical notes are among the
information that must not be blocked—and thus be made available to patients.
What notes must be shared?

USCDI:

The eight (8) types of clinical notes
that must be shared are outlined in
the United States Core Data for
Interoperability (USCDI), and include:

consultation notes
discharge summary notes
history & physical
imaging narratives
laboratory report narratives
pathology report narratives
procedure notes
progress notes

1. Psychotherapy notes recorded (in any
medium) by a health care provider who is
a mental health professional documenting
or analyzing the contents of conversation
during a private counseling session or a
group, joint, or family counseling session
and that are separated from the rest of
the individual’s medical record. Note:
Clinicians and organizations are required
to share medication prescription and
monitoring, counseling session start and
stop times, the modalities and
frequencies of treatment furnished,
results of clinical tests, and any summary
of the following items: Diagnosis,
functional status, the treatment plan,
symptoms, prognosis, and progress to
date.
2. Information compiled in reasonable
anticipation of, or use in, a civil, criminal
or administrative action or proceeding.

