Donated Health Information Technologies and the Fraud & Abuse Laws
Published reports indicate that physician adoption of electronic health information has been sluggish, largely due to the costs of implementation.  Attempts to facilitate broader adoption through donation of health information technologies (HIT) have been stifled, in part, by fear of running afoul of federal health care fraud and abuse restrictions.  Regulations developed in October, 2006, by the Department of Health and Human Service’s (DHHS) Centers for Medicare and Medicaid Services (CMS) and Office of the Inspector General (OIG) have been promoted as efforts to remove federal regulatory hurdles to donated HIT.  Two federal Anti-Kickback Statute (AKS) “safe harbors” and two Anti-Physician Self-Referral (“Stark”) Law “exceptions” now permit donors such as hospitals and payers to donate electronic prescribing (eRx) and electronic health records (eHR) systems to physicians and other recipients.  These safe harbors and exceptions attempt to balance the federal government’s desire to promote the adoption and use of HIT while limiting the potential to curry inappropriate referrals to federal health care programs in return for the provision of free or reduced price goods or services.      

Electronic prescribing systems enable physicians to transmit a prescription electronically to third parties, such as pharmacies or other providers.  Automated systems are expected to reduce prescribing errors due to illegible handwriting, automatically check for drug interactions and allergies, and reduce duplicative tests and labs.  Patient administration features related to prescribing, such as health plan eligibility determinations and medication history, can be built into an eRx system.  
Electronic health record systems are expected to help reduce errors, coordinate care and improve efficiency on a broader scale than eRx systems by making available timely and portable patient data at the point of care.  The DHHS expects that, together, the new AKS safe harbors and Stark exceptions will encourage donations of HIT and thereby contribute to higher quality patient care, improved efficiency and less hassle.    
The Federal Anti-Kickback Statute

The Anti-Kickback Statute (AKS) prohibits individuals, including physicians, and entities from knowingly and willfully offering, paying, soliciting or receiving remuneration in order to induce or reward the referral of a patient or other business payable by a federal health care program (e.g., Medicare or Medicaid).  (42 U.S.C. §1320a-7b(b)).  “Remuneration” is broadly defined as nearly anything of value.  Violations can result in civil as well as criminal sanctions including imprisonment, fines and federal health program exclusion.  Safe harbored activities are excluded.  Fitting arrangements precisely into one of the AKS safe harbors affirmatively protects parties from liability, although not meeting a safe harbor does not necessarily mean that the AKS is violated.  As instructed by Congress in the Medicare Modernization Act of 2003 (MMA), the OIG developed new safe harbors under the AKS to encourage donation of eRx and eHR systems.  
Anti-Physician Self-Referral Law/Stark

In the MMA, Congress also directed CMS to develop regulatory exceptions under the Anti-Physician Self-Referral (Stark) Law.  Stark applies to physicians while the AKS applies more broadly.  Issued simultaneously, CMS’s regulatory exceptions under Stark closely track the OIG’s safe harbors under the AKS for eRx and eHR systems.  
Unless an exception applies, Stark prohibits a physician from making a referral to an entity for the furnishing of a “designated health service” (DHS) payable by a federal health program if the physician or an immediate family member has a financial relationship with the entity.  Stark is a strict liability statute, meaning that a physician can violate the statute even without intending to do so.  Failure to fit into an exception results in a violation which can result in civil fines, federal program exclusions and denial of payments, but not criminal penalties.  
Electronic Prescribing Systems—Safe Harbor and Exclusion

The eRx safe harbor under the AKS and exception under Stark both exclude from the definition of remuneration “nonmonetary remuneration (consisting of items and services in the form of hardware, software, or information technology and training services) necessary and used solely to receive and transmit electronic prescription information,” so long as the conditions outlined below are met.  
The definition of “hardware, software, information technology and training services” is broad and can encompass computers, servers, licenses, rights of use, intellectual property, upgrades, educational and support services, including help desk and maintenance services, and operating software and patches that are integral to the hardware.  However, software that bundles general office management, billing or scheduling functions would not be included since it is not “used solely” for eRx functions.  
The definition of “prescription information” is also expansive, and includes information “about prescriptions for drugs,” e.g., clinical support tools that identify alternative drug therapies, drug interactions or formulary information, so long as the tool is related to the prescription.  “Prescription information” additionally includes any other item or service normally accomplished through a written prescription (e.g. a laboratory service or a durable medical equipment order).  
Electronic Health Record Systems– Safe Harbor and Exclusion
The eHR safe harbor and exception both exclude from the definition of remuneration “nonmonetary remuneration (consisting of items and services in the form of software or information technology and training services) necessary and used predominantly to create, maintain, transmit, or receive electronic health records,” so long as the conditions outlined below are met.  “Hardware” is noticeably absent.  
An eHR is defined as a “repository of consumer health status information in computer processable form used for clinical diagnosis and treatment for a broad array of clinical conditions.”  

Regulatory Requirements
In addition to eRx technologies being “used solely” to receive and transmit eRx information, and eHR technologies being “used predominantly” to create, maintain, transmit or receive eHRs, donated technologies must also meet the following conditions.  
Note that there is no cap the monetary value of eRX or eHR technologies that can be donated, but cash donations are not permitted.  

Required for Both eRx and eHR Donations:
Compatibility. The donor cannot limit or restrict the use, compatibility or interoperability of the donated eRx/eHR system with other eRx/eHR systems.  
Available for All Patients.  The donor cannot restrict or limit the recipient’s right or ability to use the donated items or services for any patient based on payor status.  
In the case of eHRs, for example, a health plan may not require that a donated eHR be used only for patients enrolled in that health plan.

Not a Condition of Doing Business. The recipient cannot insist upon receiving donated items or services, or the amount or nature of them, as a condition of doing business with the donor.
Unrelated to Volume or Value of Referrals.  The volume or value of referrals or other business generated between the parties cannot be considered when determining the recipient’s eligibility to receive the donated items or services or the amount or nature of the items or services.  
For eHR donations, donors cannot determine donations in a manner that directly considers the volume or value of referrals generated between the parties, which will be deemed the case if the determination is based on: 

· the total number of prescriptions written by the physician recipient,  

· the total size of the physician recipient’s medical practice,  

· the total number of hours that the physician recipient practices medicine,  

· the physician recipient’s overall use of automated technology in his/her practice,  

· whether the physician recipient is a member of the donor’s medical staff, 

· the total level of uncompensated care provided by the physician recipient, or 

· any other reasonable and verifiable manner that does not consider the volume or value of referrals or other business between the donor and physician recipient.

Contract.  The arrangement must be set forth in a signed writing that specifies the items and services being provided, the donor’s cost, and each of the eRx/eHR items and services being provided by the donor.  
Contracts memorializing eHR donations must also specify the recipient’s financial cost sharing contribution (as discussed below).  
No Other System.   If the donor knows that the intended recipient already possesses eRx/eHR items or services equivalent to those that the donor would provide, the donor may not donate these items or services. 
CMS and the OIG encourage “prudent” donors to document recipients’ attestations that the recipient does not already have another system.   

Additional Requirements for Donated eRx Systems
In addition to those listed above, the following requirements must be met for donations of eRx systems:  
Prescription Drug Plan Meets Part D Standards.  The items and services must be provided as part of, or used to access, an e-Prescription Drug Program (PDP) that meets all applicable standards under Medicare Part D at the time furnished.  The only standards promulgated prior to February 1, 2007, the so-called “Foundation Standards,” are available at 70 Fed. Reg. 67568.
Donors and Recipients.  Electronic prescription systems may only be donated and received by:  1) hospitals donating to physicians on the medical staff; 2) group practices donating to prescribing health care professionals who are members of the group, or 3) PDP sponsors or Medicare Advantage organizations donating to either i) prescribing health care professionals, in the case of the AKS, or ii) to physicians, in the case of Stark.  
Additional Requirements for Donated eHR Systems
In addition to those listed above, the following requirements must be met for donations of eHR systems:  
Interoperable.  Software must be interoperable at the time it is provided.  “Interoperable” means able to communicate and exchange data accurately, effectively, securely and consistently with different information technology systems, software applications and networks, in various settings; and able to exchange data such that the clinical or operational purpose and meaning of the data are preserved and unaltered.  Software is deemed interoperable if a certifying body recognized by the DHHS Secretary has certified the software within 12 months prior to the date provided to the recipient.
Electronic Prescribing Capability.  The eHR software contains eRx capabilities which meets Medicare Part D standards at the time the software is provided.

Limitations.  The donated items and services can neither include staffing the recipient’s office nor primarily be used to conduct personal business or business unrelated to the recipient’s clinical practice.

Cost Sharing.  Before receipt or upgrade of the donated items or services, the recipient must pay (at least) 15% of the donor’s cost.  The recipient’s share of the cost may not be financed by the donor, nor by any individual or entity affiliated with the donor. 
In adopting this requirement, the OIG stated “the 15% cost sharing requirement is high enough to encourage prudent and robust eHR arrangements, without imposing a prohibitive financial burden on recipients.”  

Compliance.  To meet the AKS safe harbor, donors cannot be shifting their costs to a federal health care program.  To meet the Stark exception, the donation arrangement may not violate the AKS or any other federal billing law.  
With regards to the AKS, the OIG was concerned that donors and recipients could shift eHR costs onto other arrangements between the parties, such as lease and rental agreements.    
Sunset.  The transfer of all items and services must occur on or before December 31, 2013.  
Donors and Recipients.  Under the AKS, potential recipients include any individual or entity engaged in the delivery of health care, so long as the donor is: 1) an individual or entity that provides services covered by and billed to a federal health care program, or 2) a health plan.  Not included in the definition of “donor” are pharmaceutical, medical device and durable medical equipment manufacturers, or other manufacturers or vendors that indirectly furnish items and services used in the care of patients.  

Under Stark, an “entity” may donate items and services to a physician.  “Entity” is defined as a physician’s sole or group practice, or any organization that furnishes DHS (e.g., a hospital). 

Impact Assessment
The narrowly drafted eRx safe harbor exceptions call their utility into question.  Though the types of eRx related items and services that may be donated are expansive, the regulations severely limit the use of these donations by requiring them to be “used solely” to create, receive and transmit eRx information.  Software not “used solely” for eRx includes office management software such as that for billing and scheduling, as well as eHRs.  
In contrast, the eHR regulations encompass donated items and services that are “used predominantly” to create, maintain, receive and transmit eHRs.  Although the eHR regulations do not permit donations of hardware as the eRx regulations do, all other technologies permitted under the eRx regulations may be donated, such as interface and translation software, rights, licenses and intellectual property related to the eHR software, connectivity services, upgrades, clinical support and information services related to patient care, maintenance, secure messaging, training, support services, and administrative and billing functions.  Recipients of eHR systems will generally be able to obtain a more comprehensive and useful system than permitted under the eRx regulations.  
However, the eHR regulations require recipients to share at least a 15% cost and, coupled with a prohibition on the donation of hardware this may continue to result in a significant hurdle to eHR adoption.  
The regulations (71 Fed Reg. 45110 (AKS), and 71 Fed. Reg. 45140 (Stark) are available here. (link http://oig.hhs.gov/fraud/safeharborregulations.html)
Donors and recipients alike are advised to consider HIT donations with competent legal counsel.  State fraud and abuse laws should be taken into account.
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