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	HIPAA and Foreign Outsourcing
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	Presented by:
	Duane M. Cady, MD, Chair

	Referred to:
	Reference Committee L
(George R. Green, MD, Chair)


Resolution 223 (A-05), presented by the Illinois Delegation, calls upon our AMA to “adopt policy stipulating that the outsourcing of medical and financial information outside of US jurisdiction should meet with Health Insurance Portability and Accountability Act regulations for the appropriate licensing of individuals providing services.”  No testimony was offered in support of this resolution before Reference Committee B.  The resolution was referred to the Board of Trustees for a report back at the 2005 Interim Meeting.
Background and AMA Policy

Introduction
In an effort to control escalating practice costs, there is a growing trend among health care providers, facilities, and insurers to outsource to foreign companies a variety of operations, including medical transcription, health care data entry and processing, and billing and coding.  This trend received considerable media scrutiny when a medical transcriptionist in Pakistan, working for an American medical billing company, threatened to post confidential patient information on the web in retaliation for nonpayment for her services.  If this action occurred within U.S. borders, it would constitute a clear violation of Health Insurance Portability and Accountability Act (HIPAA).  However, the transcriptionist’s location puts her well beyond the reach of HIPAA and most likely beyond the reach of American courts.

There is currently no AMA policy addressing the issue of outsourcing to foreign entities.

HIPAA and Foreign Outsourcing

Contractors and subcontractors, whether foreign or domestic, are generally not directly covered by the HIPAA Privacy Rule.  However, the business associate agreement requirements imposed on covered entities with respect to their business associates will usually apply. The Privacy Rule applies to covered entities, i.e., health plans, clearinghouses, and providers who transmit health information in electronic form in connection with a HIPAA covered transaction.  A covered entity is permitted to disclose protected health information (PHI) to a business associate if the covered entity obtains satisfactory assurances in the form of a written contract that the business associate will "appropriately safeguard" the information.
The Privacy Rule describes two different scenarios in which a HIPAA-related business association may arise.  First, when the right to use, disclose, create, or obtain PHI is delegated to a third party for use on behalf of the covered entity.  Second, where a third party provides certain specified services to a covered entity and the provision of those services involves the disclosure of PHI by the covered entity to such third party.  The specified services are legal, actuarial, accounting, consulting, management, administrative, accreditation, data aggregation, and financial services.  It is important to note that each relationship between a covered entity and a third party does not constitute a business association that gives rise to the requirement for a business associate agreement as set forth under the Privacy Rule. 
By executing a business associate agreement, a business associate contractually obligates itself to protect the PHI and to not use or further disclose the PHI other than as permitted or required under the agreement or as required by U.S. law.  The Privacy Rule includes required components for a business associate agreement.  One of these provisions is the requirement that any agents or subcontractors of the business associate must agree to the same restrictions and conditions agreed to by the business associate.

As the scenario of the Pakistani medical transcriptionist dramatically emphasized, enforcement of such agreements is a concern when the business associate or subcontractor is in a foreign country.  Under the Privacy Rule, the U.S. Department of Health and Human Services only has enforcement authority over covered entities (unless a business associate happens to also be a covered entity).  Furthermore, while a business associate or subcontractor must contractually agree to protect PHI and comply with the Privacy Rule to the same extent as the covered entity, the problem with these types of arrangements arises if the foreign business associate breaches the agreement.  Depending on the legal system of the foreign country, which may range from comparable to that of the United States to non-existent, the covered entity may well have difficulty enforcing such an agreement in foreign courts.  Even if the business associate agreement requires U.S. law to apply and provides that all disputes be settled in U.S. courts, if the contractor is situated in another country and has no property or contacts in the U.S., it is doubtful such a provision will be enforceable against the contractor.
Under the Privacy Rule, covered entities are required to mitigate any harmful effects of a wrongful use or disclosure of PHI by the covered entity or its business associates.  Although covered entities must terminate business associate agreements when they "know" of a pattern of activity which is a material violation of the agreement and are unable to cure it, the Privacy Rule does not require covered entities to monitor the activities of their business associates.  In spite of this seeming protection, as a practical matter, it is likely that patients who have been damaged by a business associate's breach of an agreement will seek compensation from the covered entity that contracted with the business associate.  Moreover, the patient may argue that such an arrangement was inherently negligent, since the covered entity knew (or should have known) of the potential contract enforcement difficulties.
Consequently, when deciding to outsource services to a business associate in a foreign country, covered entities should closely scrutinize the company, its operations and procedures, its reputation in the industry, and compliance plans for handling PHI.  Additionally, covered entities can utilize various methods to ensure confidentiality, such as storing medical records and documents on a secure server and not providing access to external email, printers, or disk drives so as to limit further disclosure of the PHI.  Finally, covered entities can (and should) contractually require their business associates to take additional measures to ensure confidentiality, such as requiring the business associate to train their employees worldwide on HIPAA compliance.

Impediments to Implementation of Resolution 223 as Drafted

While the inherent issues of Resolution 223 are analyzed above, several barriers remain to the practical implementation of this resolution.  As drafted, the resolution calls on our AMA to “adopt policy stipulating that the foreign outsourcing of medical and financial information outside the US should meet with Health Insurance Portability and Accountability Act regulations for the appropriate licensing of individuals providing services.”
The intent of the resolution is to extend the domestic requirements under HIPAA for the protection of PHI to foreign entities.  However, HIPAA does not require licensing of individuals providing such services, as the resolution asserts.  Similarly, while the AMA may adopt policy to this effect, the fact remains that the U.S. Department of Health and Human Services does not have jurisdiction over foreign companies that do not conduct business in the U.S.  While the AMA may adopt general policy on this issue, agreements between providers as covered entities and their business associates are governed by contract law.  These business associate agreements will necessarily be drafted individually to meet the business and jurisdictional needs of the contracting parties. 

Conclusion
While the goals of Resolution 223 are laudable and its drafter clearly wishes to solve a problem of significance, solutions rely either in the drafting of individual contracts or within the realm of international law.  Hence, any insistence that the protections afforded by HIPAA be adhered to by foreign companies cannot, as a practical matter, be legislatively mandated.  The Board encourages physicians to be mindful of particular considerations when entering into business associate agreements with foreign companies and recommends the adoption of policy to this effect.
Recommendation
The Board of Trustees recommends that the following be adopted in lieu of Resolution 223 (A-05) and the remainder of this report be filed:
That our American Medical Association encourage physicians to be careful that business associate agreements with overseas business associates adequately safeguard the privacy and security protections for patients set forth in Health Insurance Portability and Accountability Act and encourage physicians to perform adequate and appropriate due diligence prior to entering into relationships with overseas business associates.
Fiscal Note:  $1,859

