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Resolution 810 (A-99), “Guidelines for Patient-Physician Electronic Mail,” was adopted and called on the American Medical Association (AMA) to develop guidelines to aid physicians in the appropriate use of electronic communication in the delivery of health care to their patients.  Resolution 810 specifically requests that our AMA consider developing guidelines for the communication of patient information by means of electronic mail.

In response to this resolution, the following report has been prepared and reviewed by the 

On-Line Oversight Panel Committee.  This report discusses the use of e-mail communication in health care delivery and provides a proposed set of guidelines for consideration by the House of Delegates.  

BACKGROUND   

The provision of quality health care is dependent upon the clinician’s ability to adequately communicate diagnosis and treatment programs, as well as furnish appropriate health education information.  Written and verbal (face-to-face and telephone) communications have traditionally been the primary mechanisms for communicating health information.  However, with advances in technology, Internet applications for communications among physicians and between clinician and patient are emerging as another viable avenue for patient communication.  

Electronic communication or e-mail is the action of sending messages from one computer terminal to another and is a hybrid between a telephone communication or message and letter writing.  Today, e-mail has taken on increased significance as a mode of communication that is readily available to patients and health care professionals. Since its inception, the use of the Internet by the general population has experienced a marked increase.  In the late 1970s, there were approximately 100,000 users of e-mail.  By 1996, one in four people in the United States and Canada--16 years of age or older--had access to a vast array of Internet services, including information retrieval on a multitude of topics.  During that time, Paul Engstrom wrote, “Can You Afford NOT to Travel the Internet?”1 in the journal Medical Economics, indicating that an estimated 110,000 American physicians routinely used the Internet for patient care.  Last year, in a white paper entitled “The Health Care Industry in Transition: The Online Mandate to Change,”2 Cyber Dialogue estimated that 17 million US adults searched online for health information and they have forecasted double the usage by the end of 1999.

Several studies have stressed the beneficial effects of communication by e-mail in medical, nursing, and other settings.  In “Electronic Mail,”3 Mark Pallen illustrates the advantages of e-mail in a 1995 British Medical Journal article.  Advantages of e-mail include:

· Accelerates communication of the written word--traditionally delivered by regular mail, reaching its destination in minutes,

· Allows communication any time of day,

· Does not need the attention of both parties at the same time--as required by telephone communication--eliminating the phone tag that may occur, 

· Provides a mechanism for sending the same health education information simultaneously to many patients, 

· Is simple, convenient and inexpensive to use,

· Furnishes physicians the opportunity to follow up or clarify treatment plans with patients, and 

· Enables physicians to direct patients to health information on the Internet.

A 1993 study by Richard Neill, MD, et al that appeared in the Archives of Family Medicine on “The Utility of Electronic Mail as a Medium for Patient-Physician Communication”4 demonstrated that e-mail communication was positively perceived by a majority of patients surveyed.  Ninety percent (90%) of study respondents utilized e-mail to communicate with their physician regarding a medical problem. In a JAMA article entitled “Medicine and Health on the Internet: the Good, the Bad, and the Ugly,”5 Lindberg and Humphreys indicated that some medical centers were testing the feasibility of a secure Internet environment as the vehicle by which patients and physicians alike gained access to medical and hospital records, as needs warranted.  Although the use of computerized patient records facilitates easy transmission of data and access to patient records, the issue of safekeeping that information must be addressed. The authors further assert that if e-mail is to become a viable mode of communicating health information, physicians and health care organizations must assure the privacy, confidentiality, and security of transmissions. Privacy is the most significant public policy issue on the use of electronic communication of patient records and exchange of information. 

DISCUSSION

Substantial evidence exists to support the notion that the use of e-mail as a viable patient-physician communications vehicle--both in physician practices and health care organizations--can be further incorporated into their respective operational frameworks.  To broaden the acceptance of e-mail transmissions, however, several stumbling blocks must be addressed.  These obstacles include maintaining the privacy and confidentiality of patient information; establishing appropriate standards for security that should be inherent in e-mail and all computer applications, i.e., firewalls; and developing patient materials on how e-mail will be used in the conduct of their care. 
A review of the literature elicited a white paper that appeared in the Journal of the American Medical Informatics Association by Beverly Kane, MD, and Daniel A. Sands, MD, MPH, on “Guidelines for the Clinical Use of Electronic Mail with Patients.”6 

The guidelines were prepared by the American Medical Informatics Association (AMIA) Internet Working Group, Task Force on Guidelines for the Use of Clinic—Patient Electronic Mail.  The information presented by Drs Kane and Sands is extensive and encompasses all aspects concerning the use of e-mail in patient care, including development of guidelines addressing two interrelated aspects:

· Effective interaction between the clinician and patient, and

· Observance of medicolegal prudence.

Additionally, AMIA’s white paper discusses the need for a patient-clinician agreement that contains principles regarding how e-mail is intended to work; the type of transactions appropriate for e-mail transmission; and the description of security mechanisms established to assure privacy and confidentiality of messages.  Because e-mail is perceived as a form of communication with a feedback mechanism, standards for appropriate response time are integral to the effective use of e-mail by clinicians and in professional office settings.

The authors have granted the American Medical Association (AMA) the right to use the content embodied in the white paper in response to Resolution 810 (A-99).  The following discussion of and guidelines for e-mail in patient care is excerpted from “Guidelines for the Clinical Use of Electronic Mail with Patients.”  The entire AMIA white paper is not presented.  In the remaining text, information has been gleaned and summarized from the AMIA paper that is pertinent to the House of Delegates decisions in response to Resolution 810.  As an additional reference, we recommend Dr Sands’ “Guidelines for the Use of Patient-Centered E-mail.”7

The Nature of E-Mail

The use of e-mail by physicians allows for follow-up patient care and clarification of advice provided in a professional office setting.  E-mail creates a written record that removes doubt as to what information was conveyed.  E-mail is especially useful for information the patient would have to commit to writing, if it were given orally.  Examples include addresses and telephone numbers of other facilities to which the patient is referred; test results with interpretations and advice; instructions on how to take medications or apply dressings; and pre-and postoperative instructions.  Some frequently used educational handouts can be ported to an e-mailer template or formatted for the clinician’s home page on the World Wide Web.

E-mail messages can also embed links to educational materials and other resources on the practice’s Web site or on external sites.  In some electronic mail applications, clicking on a “live” universal resource locator (URL) link inside a mail message launches a web browser and takes the user directly to the indicated resource.  Practices can provide lists of URLs on a particular topic, such as pregnancy, and create e-mail reply templates with pointers to frequently used reference sites.

In contrast with telephone conversations, e-mail is self-documenting: Copies of e-mail can be printed or attached to the patient’s electronic record.  Finally, since many malpractice claims can be traced to faulty communication, good communication is part of good insurance.

Guidelines

If a clinician anticipates a need to contact a patient with test results or other follow-up care, he or she should inquire about the patient’s preferred method of communication--telephone, voice mail, written communication, or e-mail and the preferred method should be documented in the chart.  The first step prior to utilizing e-mail as a communications mechanism is the development of internal policies that not only address communications procedures, but also embody the technical and medicolegal issues for the physician or health care organization.  Information to be incorporated into the internal e-mail policies and procedures manual should include:

· Triage 

· Response time

· Topics for communication

· Confidentiality/privacy

· Archival and backup

· Medicolegal aspects of e-mail.

Triage

A mechanism for the handling of all e-mails must be established and communicated to patients.  
Stipulate whether the physician will read all e-mails or will he/she have a member of the staff triage e-mails and route to the appropriate individual for response, i.e., appointment scheduling, refill of prescriptions, clarification of treatment plan.  In addition, physicians should establish a plan that indicates with whom and when a physician may share a patient’s e-mail message for purposes of consultation.  Patients should be informed how all e-mails will be handled and have a clear understanding of who will be contacting them.

Response Time

A standard turn-around time should be established for the handling of all e-mails.  The need for a detailed set of response time standards is inherent in the nature of e-mail communications.  Some messages such as requesting or confirming an appointment date may have a two- to three-day turn-around; non-urgent medical calls may have a one-day turn-around time; and inquiries on test results may have a two- to three-week time frame for response.  Patients should expect responses to their queries within the established time frames.  As e-mail becomes a more common vehicle of communication, clinicians may need to check their systems several times during the day and triage accordingly.
Topics for E-mail Communication

Topics applicable for e-mail discussion should be identified.  Those items not to be transmitted electronically should be clearly communicated to the patient.  In general, e-mail should not be utilized for urgent matters. 

Usual topics applicable for e-mail communications include:


· Prescription refills

· Scheduling appointments

· Confirming appointments

· Test results

· Medical advice and request for additional health information

· Clarification of treatment plans

· Release of medical records

In the current environment where state and federal statutes to safeguard the privacy and confidentiality of medical records are either weak or nonexistent and e-mail encryption is not widely available to most medical practices, the Board of Trustees recommends that certain topics, such as discussion of HIV status, workmen compensation claims, psychiatric disorders, and any topics protected by existing law or regulation, should not be discussed in non-secure e-mail communications.  All medical office staff should also know and understand the parameters of topics for e-mail communication.  In addition, turnaround times for specific categories of e-mail messages should be established by the professional practice.

Confidentiality and Privacy

E-mail messages must be treated with the same degree of privacy and confidentiality as the patient’s medical record.  Established protocols for triaging e-mails, as discussed above, must be in place.  Additionally, whoever is responsible for retrieving e-mail messages must assure that an e-mail is not left on a computer screen for others to view.  If a computer is in patient treatment rooms, assure that a password activated screen saver is utilized, so that patient files are not visible to other patients when a clinician is not in the room.  

Clinicians should have their own accounts for professional use to assure that e-mail processed off-site, i.e., from home or on portable computers, is secure.  They should not share passwords with other office staff or with family members--to prevent others from intercepting messages from patients.  Further, patient e-mails should never be forwarded to a third party without the expressed approval of that patient.  When an e-mail is forwarded for consultation, it should not contain the patient’s name or e-mail address.  Patient e-mail address’s should not be compiled and used for marketing purposes or supplied to any third party for advertising, solicitations, or any other use.

Finally, some clinicians may wish to use encryption to assure the confidentiality of communications.  If so, the software should be provided to patients to aid in ease of communication.  

Archival and Backup

Patients must be provided with instructions concerning their confirmation and receipt of information transmitted via e-mail.  If a physician sends treatment changes, test results, etc., to 

the patient, ensure that the original message, as well as acknowledgment of receipt of the information, is incorporated into the patient’s chart.  E-mails directly concerned with diagnosis, treatment methods, and results--as are incorporated in the current patient medical record--should be included, if they do not duplicate previous informational content.  All electronic exchange of information between the physician and the patient will not necessarily become a part of the permanent record.  As deemed appropriate by the physician, e-mail communications may be summarized and subsequently entered into the patient medical record.

The physician’s office should have an established mechanism for archiving e-mail.  Procedures should be established for retrieval of e-mail messages archived and policies should be stipulated regarding retention and storage of transmitted messages.

Medicolegal Issues

Security and liability for advice communicated in e-mail messages are the primary legal issues involved in the use of e-mail with patients.  The physician and/or health care organization should develop a patient-clinician agreement that can be discussed with the patient; and if so desired, signed by the patient and included as part of the patient record.  This patient-clinician agreement should outline all aspects of e-mail, but must incorporate at least the following:

· Triage mechanism in place outlining who will be reviewing e-mail messages and forwarding for response.

· Response time--what can the patient expect in terms of receiving a reply from their e-mail request.  As noted above, the turn-around time may vary depending on the content of the message.

· A clear delineation of topics that can be safely communicated via e-mail, e.g., appointment times, routine test results, and clarification of treatment plan, should be provided to patients.  A list of topics not amenable to e-mail, e.g., HIV status, mental disorders or workmen compensation injuries, should also be provided to the patient.

· Confidentiality and privacy issues should be discussed with the patient.  A description of the security mechanisms established to assure the confidentiality and privacy of transmissions including: use of password-activated screen savers; prohibition of forwarding a patient’s e-mail to anyone other than those on the treatment team; and prohibition of using or selling e-mail addresses to others.

· A clause to limit the liability of the physician or health care organization in the event of a system crash, power outage, or overloads.

· Instructions provided to the patient for when and how he or she should utilize phone calls and office visits instead of e-mail.

· Waiver for use of encryption, if applicable.

The legal issues on the use of e-mail are not insurmountable. In the event of a system crash, power outage, or similar technologically driven circumstance, both the patient and the physician hold each other harmless.  With the implementation of detailed standards, legal issues should not be viewed as a reason for failing to establish e-mail communication with patients.  

CONCLUSIONS 

With the continued increased usage of computers and the Internet by individuals, e-mail can be a valid, simple, convenient, and inexpensive mechanism for communication.  It can aid the health care delivery process by allowing written follow-up instructions, test results and dissemination of educational materials for patients, as well as, a means for patients to easily reach their physician on routine health matters.  At the same time, issues of privacy, confidentiality and security must be addressed to ensure the efficacy and effectiveness of e-mail.  

To promote the use of e-mail by physicians and health care organizations, guidelines have been developed to assist clinicians in understanding the various legal and administrative aspects of e-mail in patient care.  These guidelines are intended to aid physicians in developing policies and procedures for their office or organization.

RECOMMENDATIONS

The Board of Trustees recommends:

1. That for those physicians who choose to utilize e-mail for selected patient and medical practice communications, the following guidelines be adopted.

Communication Guidelines 

· Establish turnaround time for messages.  Do not use e-mail for urgent matters.

· Inform patient about privacy issues.  Patients should know:

· Who besides addressee processes messages during addressee’s usual business hours and during addressee’s vacation or illness; and 

· That the message be included as part of the medical record.

· Establish types of transactions (prescription refill, appointment scheduling, etc.) and sensitivity of subject matter (HIV, mental health, etc.) permitted over e-mail.

· Instruct patients to put the category of transaction in the subject line of the message for filtering: prescription, appointment, medical advice, billing question.

· Request that patients put their name and patient identification number in the body of the message.

· Configure automatic reply to acknowledge receipt of messages.

· Print all messages, with replies and confirmation of receipt, and place in patient’s paper chart.

· Send a new message to inform patient of completion of request.

· Request that patients use autoreply feature to acknowledge reading clinicians message.

· Develop archival and retrieval mechanisms.

· Maintain a mailing list of patients, but do not send group mailings where recipients are visible to each other.  Use blind copy feature in software.

· Avoid anger, sarcasm, harsh criticism, and libelous references to third parties in messages.

Medicolegal and Administrative Guidelines

· Develop a patient-clinician agreement for the informed consent for the use of e-mail.  This should be discussed with the patient and documented in the medical record.  Agreement  should contain the following:

· Terms in communication guidelines (stated above).

· Provide instructions for when and how to convert to phone calls and office visits.

· Describe security mechanisms in place.

· Hold harmless the health care institution for information loss due to technical failures.

· Waive encryption requirement, if any, at patient’s insistence.

· Describe security mechanisms in place including:

· Using a password-protected screen saver for all desktop workstations in the office, hospital, and at home.


· Never forwarding patient-identifiable information to a third party without the patient’s express permission.

· Never using patient’s e-mail address in a marketing scheme.


· Not sharing professional e-mail accounts with family members.

· Not using unencrypted wireless communications with patient-identifiable information.

· Double-checking all “To” fields prior to sending messages.

· Perform at least weekly backups of e-mail onto long-term storage.  Define long-term as the term applicable to paper records.

· Commit policy decisions to writing and electronic form.

2. That the policies and procedures for e-mail be communicated with all patients and that this is documented in the patient record.

3. That the policies and procedures for e-mail be applied to facsimile communications, where appropriate.

4. That the Board of Trustees revisit “Guidelines for Patient-Physician Electronic Mail” when the proposed HIPAA guidelines, encryption, and pertinent federal laws or regulations have been proposed or implemented.

5. That the remainder of this report be filed.
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